Using Mifare Ultralight C

Write the default Key into the reader EEPROM. The Authent Mode must be TDES:
- [0=&3] wiite DES/AES Reader Key:
Mode

Lacation |1: EEFROM 'l
Key Index I 1] = l

Authent Mode |1: Standard TDES j
Key Length F
Key IDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

Read the UID with Inventory:

= [0<B0] [0x01] Read Serial Mumber

~Mode
& New Inventory Requested ™ Presence Check
" More Data Requested [~ Motification Timeout l_

Inventary Results

[0xEO] [0x01] FEead Serial Number
Statusbyte: 0x00 (0K)

1 Transponder in Protocol
1. Transponder

TR-TYPE....: 0x04 (I5014443-4 - NP Semiconductors)
TR-INFO....: O0x00

OFT-INFO...: Ox01

SNR........: OO0O80ESEDEL1ESS504

Select the Mifare Ultralight C:
r— [0=B0] [0225] Select
~Mode
ADR |1:addressed j

[T Card Irformation

—UID resp. EPC
|DDBD25EDE1855804 j

™ Length Flag Length IS ﬂ

0K

Make the authentification using the command Authent Mifare Ultralight C
r [0=B2] [04B2] Authent Mifare Ulkralight C

~Mode
ADR I 2 zelected l
Key Index I 0 - l

—Data

0K

IS0 Host Protocol - Repo

Statusbyte: 0x00 (0K)
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Read Multiple Blocks USER UL1 (public)

r— [0=B0] [0x23] Read Multiple Block:

Read Multiple Blocks USER UL2 (secure,

Mode

DE 4: AL AL Ab AR 2323
’7 A0DR |2: selected j ‘ DE 5. A4 AL AL LA 2333
~LIID resp. EPC e S A MMM
|DDSD25EDE1BSSSD4 j DE 8: LA LA LA L4 2222
I™ Length Flag Length IS = DB 9: AA AA RA RA R%32
d j DE 10: A& A3 A4 AR 23233
—Data DE 11: A& A3 A4 AR 232323
| Esterdedtddress Mode gg ig ﬁ ﬁ ﬁ ﬁ ::::
I~ with Securty Status DE 14: 4L AL LA AL R332
Bank Ib‘I‘I: User memaory j DB 15: Ak AR AR A %333

DE 16: 00 00 00 00

Adress [dez) [4 = DE 17: 00 00 00 00

X DE 1&: 00 00 00 00

MoofBlocks |12 |  EBlock Size |4 DE 19: 00 oo oo oo

DE zZ0: 00 00 00 00

depending on the configuration ByteO (AuthQ) in DB42)

r— [0=B0] [0x23] Read Multiple Block:

Mode

DE 16: EE EE BEE EE mwuw
’7 ADR |2 selzcted =l ‘ DE 17: BE BE BB EB »ww»
[ iDesp EFC be 1ot 5 5B 55 55 s
: e
|oos025EDE 1885604 2l | |5 20: BB BB BB BB soes
| Lenath Flag (Lt IS E DE Zl: EE EE BEE EE mwuw
. j DE ZZ: BEE EE BEE EE mwuw
—Diata DE 23: EE EE BEE EE mauw
7 Extendediéddress Mode gg 22 gg gg gg gg s
. . : e
) iy Sy Sz is DE 26: BE BE BB EB »ww»
Bank Ibﬂ: User memary j DE 27: EE EE BEE EE mwuw
DE 2&: EE EE BEE EE mwuw
Acess (dez] [16 =] DE 29: BE EE BE BB swws
. DE 30: BE BEE BEE BB =au»
Noof Blocks |24 |  Black Size |4 DE  3l: BE EE BE EE mwws
DE 3Z: EE EE BEE EE mwuw
FAecess Password————————"""7 Ing  33: BB BE BB BB »»»»
I~ | enable Length ID ﬂ DE 34: EE EE EE EE mwuw
DE 35: EE EE BEE EE mwuw
I DE 36: EE EE BEE EE mwww
DE 37: EE EE BEE EE mauw
DE 38: EE EE BE EE mauw
()3 LE 39: BE BB EE BE mwww

Byte Order: & LSB first ¢ MSE first

Reading the Configuration Area

r— [0=B0] [0x23] Read Multiple Block:

40-44 (secure, depending on the configuration ByteO (AuthQ) in DB42)

Mode
DE 40: 00 00 00 00 ...
’7 ADR 2 selected [ ‘ DE 4l: 00 00 00 00 ...
e bm 2. 00 00 00 00 ...
|008025EDE 1855804 =l b a2: o0 oo 00 0o ..
[~ Length Flag Lenath l—g ~{||oB as: oo oo oo oo
d j DE 46: 00 00 00 00
“Data DE 47: 00 00 00 00
| Esterdedtddress Mode gg jg gg gg gg gg
I with Security Status bE 50: 00 oo oo oo
Bank Ib‘I‘I:Usermemory j LE 51: 00 00 00 00
DE 5Z: 00 00 00 00
Acess (dez] [40 = DE  53: 00 00 00 00
X DE 54: 00 00 00 00
MNoof Blocks {4 »|  Block Size |4 DE  55: oo oo oo oo
DE 56: 00 00 00 00

In DB 42 ByteO (Auth0) the start address of the secure area can be configured.
The default setting is set to 0x28 (40). That means only the configuration area 40-44 is protected by the key.

To set the whole User UL2 area to the secure status the byte 0 (AuthO) must be set to the start address 0x10

(DB16) .

The User UL1 area cannot be protected by a key.
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Writing and changing the Key on the transponder:

Sample Key: "00112233 44556677 8899AABB CCDDEEFF".
Take care about the order of the Key in DB 44-47!

— [0=B0] [0x24] white Multiple Block:

Mode

DE 44: 77 66 55 44 wfUD
’7 ADR |2 selected =l ‘ DE 45: 33 22 11 00 3"..
[UD resp EPC b5 47, 5B AA 99 65 e

[PoB025EDE 1Ba5804 ks 25 oo o0 on oo
I Length Flag Lengih [T =] | [PB 43: oo oo 00 00 ...
. = DE 50: 00 00 00 00 ....
“Data DE 51: 00 00 00 00 ....
™| Extended &ddress Maode LE 52: 00 00 00 00 ....

Bank. Ib‘I‘I:Usermemory j DE 55: 00 00 00 00 ....

Achess (dez] [44 =] DE 57: 00 00 00 OO ....

. DE 5&: 00 00 00 00 ....
NoofBlocks [4 +| BlockSize [4 = | [ <a: oo 0o oo oo ...

Store the new key into the reader EEPROM:
— [0=&3] Wwiite DES/AES Reader Key
Mode

Lacation |1: EEFROM 'l
Key Index I 1 = l

Authent Mode |1: Standard TDES j
Key Length F
Key IDD‘I‘I2233445588??8893&.&8BEEDDEEFF

Memory organisation:

Pages 0-3  Fixed UID/OTP/LOCK
MIFARE Ultralight

" Pages 4-39

Pages 40-43 LOCK/ AUTH / COUNTER

Pages 44-47  AUTHENTICATION KEY

MIFARE Ultralight C

Mifare U tralight C

UL

Setfings ULT

12 4 Byte
UL1 kompatible Us er Mamory

2% 4 Byte
ULZ User Memary
3D ES aceess conditions configuable

Settings ULZ

16 Byte 3DES Key
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